[image: ]eduroam – Windows 7 Profile Setup
Windows 7 Profile Setup
eduroam
Click on the Network icon in the Windows taskbar.
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Click Open Network and Sharing Center.
Click Manage Wireless networks.
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Click Add.
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Click Manually create a network profile.
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Enter the following information in the form provided
Network Name: eduroam
Security Type: WPA2-Enterprise
Encryption type: AES
Enable the checkbox for Start this connection automatically.
Then click Next.
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Click Change Connection Settings.
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Click the Security tab.
Select Microsoft Protected EAP (PEAP) from the available drop down list for network authentication method.
Then click Settings.
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Enable the checkbox for Validate server certificate.
Enable the checkbox for Connect to these servers:.  Then in the field provided enter eduroam.clemson.edu.
Under the Trusted Root Certification Authorities section, enable the checkbox for AddTrust External CA Root.
Enable the checkbox for Do not prompt user to authorize new servers or trusted certification authorities.
From the Select Authentication Method drop down list, select Secured Password (EAP/MSCHAPv2). 
Click OK.
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Click Advanced Setting.
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Select the checkbox for Specify authentication mode.
Then select User authentication from the available drop down list.
Click OK.
Click OK again.
Click Close.
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When prompted, login to the eduroam network with your username@clemson.edu and password.
[bookmark: _GoBack]Then click OK.
CCIT Help Desk	ithelp@clemson.edu	April 2013	Page 6 of 6
image2.png
LN 5  Network et » Neworkand haring Center <4y ] Seoch ContrPanet. »

[
View your basic network information and set up connections

wwmmgm.g * s @ Seefull map

MEMARSH-PC
Change advanced sharing (This computer)
settings

Control Panel Home

View your active networks Connect or disconnect

Accesstype Intemet
Connections: .l Wireless Network Connection
tigemet)

tigernet 3
Work network

Change your networking settings

i Set up a new connection or network

Set up a ireless, broadband, dil-up, od hoc, or VPN connection; or set up a outer or access
point.

W Connectto a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Seealo
Choose homegroup snd sharing options

‘Akamai NetSession Interface J ,p 9 ot N "

el Access files snd printes located on other network computers, or change sharing setings.

HomeGroup

[ Troubleshoot problems
Intemet Options Disgnose and repair network problem, o get troubleshosting information.
MobileMe

Windows Firewall





image3.png
@U.\gﬂ « Networkand Intemet. » Manage Wireless Networks

-[4][s

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order lsted below.

e 7 e

Networks you can view, modify, and reorder (2)
tigemet Security: WPA2-Enterprise

Automatically con





image4.png
Manual

How do you want to add a network?

Manually create a network profile
This crestes s new network profil o locstes sn sdting network and saves 3 profle

for the network on your computer. You need to know the network name (55ID) and
security key (f appliicable).

& Create an ad hoc network
“N This creates a temporary network for sharing files or an Internet connection





image5.png
Manual

Enter information for the wireless network you want to add

S - @
F— EEe1-)(b)
e N - T— O

Security Key: Hide characters

Connect even f the network is not broadcasting
Warning: I you select this option, your computer’ privacy might be at isk.

Cancel




image6.png
Manual

Successfully added eduroam

2 Change connection settings

Open the connection properties 5o that I can change the settings.





image7.png
‘eduroam Wireless Nety— Properties

Seauity

—
|

Remenber my credentals for $1s connecton
tme Imlogged on





image8.png
Protected EAP Pr

Vihen connecting:

e e cortcne (1)

Connect to these servers:

carom drncs < 2)

Trusted Root Certfication Authorites:

[ ACEDICOM Root. =
[ acns
7] Actaiis Authentication CA G1

2o Q)

[C] Admin-Root-CA
[ AffrmTrust Commercial -
E Fe——

Do not prompt user to authorize new servers or rusted
certfication authorites.
Select Authentication Method:

(Sccurcdpssword EAPHSCHAP v2) @mﬁm_ )

[ Enforce Network Access Protection
[ Disconnectif server does not present aryptobinding TLV

[ Enable Identity Privacy @
[ =





image9.png
‘eduroam Wireless Network Properties

Connecton | Seaurity

WA Enterprise =

Remember my credentils for this connection each
tme Imlogged on





image10.png
T Delete credental for o Gsers

[ClEnable single sign on for this network

© Perform immediately before user logon
Perform inmediately after user logon
Mainum delsy (ssconds): 10

Alow additonal didlogs to be displayed during single
sgnon

This netiork uses separate virtual LANS for machine
and user authentication





image11.png
Network Authentication
Please enter user credentials

‘ 4 username@clemson.edu @





image1.png
Currently connected to:

tigernet 3
9% 1ntemet access

Wireless Network Connection

Connected

PER,

B





image12.png
CLEMSON

COMPUTING AND
INFORMATION TECHNOLOGY





