eduroam — Windows 7 Profile Setup

Windows 7 Profile Setup

eduroam
1. Click on the Network icon in the Windows taskbar.

Currently connected to:
l"b tigernet 3
£ Internet access

Wireless Network Connection

tigernet Connected

clemsenguest

HPO2128E

HP01135D

Other Metwork

2. Click Open Network and Sharing Center.

3. Click Manage Wireless networks.

-.. . <« Metwork and Internet » Network and Sharing Center - Search Control Panel

Cantrol Panel Home

View your basic network information and set up connections

Work network (tigernet)

Change your networking settings

{‘il Set up a new connection or network
-

I point,

Connect to a network

Windows Firewall

4. Click Add.

Manage wireless networks | | See full map
Lo fopm g o @
MEMARSH-PC tigernet 3 Internet
Change advanced sharing (This computer)
settings . .
View your active networks Connect or disconnect

T tigernet 3 Access type: Int.emet .
-E Connection Wireless Network Connection

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access

| Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,

| See also . i

| Akamai MetSession Interface *& Ehoose .hcmegr:u.p ond sharing apfions . .

(l Control Panel Access files and printers located on other network computers, or change sharing settings.
AT @ Troubleshoot problems
Internet Options Diagnose and repair network problems, or get troubleshooting information,
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=E—)
@thﬂﬂ « MNetwork and Internet » Manage Wireless Networks ~ | 43 | [ search Manage Wireless Networks 0|
Manage wireless networks that use (Wireless Network Connection)
Windows tries to connect to these networks in the order listed below.
Add rties  Profiletypes  Network and Sharing Center @
Metworks you can view, modify, and reorder (2) ~
IE-I- tigernet Security: WPA2-Enterprise Type: 802.11ag Automatically con...
# 2 items
L
2

5. Click Manually create a network profile.

How do you want to add a network?

A Manually create a network profile

"= This creates a new network profile or locates an existing netwerk and saves a profile
far the network on your computer. You need te know the network name (551D} and
security key (if applicable).

Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection
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Enter information for the wireless network you want to add
Network name: edurcam @
Security type: |\WPA2-Enterprise V]@
Security Key: Hide characters
Start this connection automatica\l@
"] Connect even if the network is not broadcasting
Warning: i you select this option, your computer's privacy might be at risk.
6. Enter the following information in the form provided
a. Network Name: eduroam
b. Security Type: WPA2-Enterprise
c. Encryption type: AES
d. Enable the checkbox for Start this connection automatically.
7. Then click Next.
Successfully added eduroam
=+ Change connection settings
Open the connection properties so that [ can change the settings.
8. Click Change Connection Settings.
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eduroam Wireless Nety— Properties
{1)

Connectior| Security F

|
Security type: [WPAZ-Enherprise 7 ]
Encryption type: [AES

(2
Choose a network authentication method:

Remember my credentials for this connection ea
time I'm logged on

Advanced settings

3

Microsoft: Protected EAP (PEAFP) - 'I Settings

[ oK J [ Cancel

9. Click the Security tab.
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10. Select Microsoft Protected EAP (PEAP) from the available drop down list for network authentication

method.

11. Then click Settings.

When connecting:

Validate server certificate «D

Connect to these servers:
eduroam.demson.edu

Trusted Root Certification Authorities:

,
o I |

[] ACEDICOM Root

[ acnie

[ Actalis Authentication CA G1

AddTrust External CA Root «‘?D
[ Adminca-Co-To1

[ Admin-Root-CA

[ affirmTrust Commerdial

4| i

3

certification authorities.

| Do not prompt user to authorize new servers or trusted

(4

Select Authentication Method:

Enable Fast Reconnect

|| Enforce Metwark Access Protection

[ Disconnect if server does not present cryptobinding TLV
|| Enable Identity Privacy

[Secured password (EAP-MSCHAP v2) @M’

—(6)

l OK !F Cancel ]

12. Enable the checkbox for VValidate server certificate.
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13. Enable the checkbox for Connect to these servers:. Then in the field provided enter eduroam.clemson.edu.

14. Under the Trusted Root Certification Authorities section, enable the checkbox for AddTrust External CA
Root.

15. Enable the checkbox for Do not prompt user to authorize new servers or trusted certification authorities.
16. From the Select Authentication Method drop down list, select Secured Password (EAP/MSCHAPV2).
17. Click OK.

eduroam Wireless Network Properties @

Connection | Security

Security type: [WPAZ—Enherprise 7 ]
Encryption type: [AES A ]
Choose a network authentication method:

[Microsof't: Protected EAP (PEAF) V] [ Settings

Remember my credentials for this connection each
time I'm logged on

| Advanced settings *

18. Click Advanced Setting.
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= K
Advanced settings - M
802.1¥ settings | 802,11 settings { :I\

Specify authentication mode: i
[User authentication '] [ Save credentials

[T]Delete credentials for all users

[T Enable single sign on for this network
@ Perform immediately before user logon
fl Perform immediately after user logon
10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

19. Select the checkbox for Specify authentication mode.

20. Then select User authentication from the available drop down list.
21. Click OK.

22. Click OK again.

23. Click Close.

Windows Security @

Network Authentication
Please enter user credentials

\ UE username@clemson.edu | ©
| | ..........‘ | @
l: 3)
[ 0K Tr Cancel l

24. When prompted, login to the eduroam network with your username@clemson.edu and password.

25. Then click OK.
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