
My	  contact	  informa-on	  is:	  
pappy@clemson.edu	  
And	  you	  can	  contact	  any	  of	  our	  team	  members	  at:	  
security@clemson.edu	  
	  
Social	  media	  has	  become	  more	  prevalent	  among	  our	  students	  and	  faculty.	  We	  need	  
to	  consider	  some	  concerns	  about	  social	  media	  and	  how	  we	  can	  con-nue	  to	  extend	  
beyond	  the	  four	  walls	  of	  the	  classroom.	  	  
	  
FERPA	  can	  be	  interpreted	  in	  many	  different	  ways.	  It	  is	  the	  educa-onal	  rights	  and	  
privacy	  act,	  it	  has	  been	  around	  for	  nearly	  forty	  years.	  The	  premise	  behind	  it	  is	  to	  
protect	  the	  student’s	  informa-on.	  	  	  	  
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It	  is	  broad,	  what	  cons-tutes	  an	  educa-onal	  record	  becomes	  what	  is	  debated	  in	  
ins-tu-ons	  and	  also	  where	  the	  ins-tu-onal	  control	  of	  that	  informa-on,	  does	  it	  reside	  
in	  the	  ins-tu-on,	  in	  digital	  media,	  servers	  and	  computers,	  is	  it	  maintained	  in	  the	  
university	  or	  do	  they	  contract	  out	  with	  a	  third	  party?	  That	  is	  an	  important	  part	  we	  
will	  discuss,	  whether	  the	  university	  maintains	  control	  or	  contracts	  out	  to	  a	  third	  
party.	  	  
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A	  key	  note	  here	  (medical	  and	  mental	  health	  records,	  3rd	  bullet	  point)	  is	  that	  in	  these	  
situa-ons,	  ins-tu-ons	  marry	  their	  educa-onal	  records	  and	  their	  medical	  records	  
together	  to	  provide	  psychological	  counseling.	  When	  we	  do	  that,	  FERPA	  becomes	  a	  
protected	  record	  for	  them	  in	  that	  situa-on	  because	  we	  have	  married	  their	  
educa-onal	  record	  with	  their	  medical.	  	  

	  
Records	  that	  may	  not	  be	  shared	  with	  others	  could	  be	  personal	  notes,	  maybe	  
between	  two	  faculty	  members	  that	  had	  a	  common	  student	  made	  by	  that	  faculty	  
member	  and	  they	  are	  the	  single	  owner.	  	  
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A	  lot	  of	  people	  think	  birthdays	  are	  private	  informa-on	  but	  it	  isn’t.	  I	  like	  to	  think	  if	  it	  is	  
printed	  on	  a	  baseball	  card	  it	  isn’t	  private	  informa-on.	  	  
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Gone	  are	  the	  days	  where	  you	  study	  a	  book	  alone	  and	  you	  go	  into	  a	  class	  and	  you	  go	  
to	  lecture	  and	  you	  take	  notes	  then	  go	  home	  and	  regurgitate	  it.	  There	  are	  other	  ways	  
to	  increase	  the	  engagement	  and	  content.	  The	  goal	  of	  an	  educator	  is	  to	  increase	  the	  
engagement	  of	  your	  students.	  Studies	  have	  shown	  that	  social	  media	  has	  increased	  
the	  engagement	  of	  students	  with	  course	  material.	  It	  provides	  a	  way	  for	  students	  to	  
communicate	  outside	  of	  the	  classroom,	  for	  students	  to	  work	  together	  and	  to	  provide	  
an	  open	  forum	  for	  them	  to	  communicate	  about	  it.	  It	  can	  help	  students	  communicate	  
who	  might	  not	  otherwise	  reach	  out,	  they	  can	  feel	  comfortable	  communica-ng	  with	  
their	  classmates	  when	  they	  might	  not	  normally.	  	  
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This	  is	  how	  our	  students	  are	  communica-ng	  now.	  These	  different	  sites	  generally	  have	  
a	  18-‐24	  month	  high	  period,	  so	  we	  will	  see	  what	  is	  coming	  next.	  	  

8 



Our	  students	  in	  our	  immediate	  future	  are	  using	  social	  media	  on	  a	  weekly	  basis.	  I	  hope	  
I	  am	  not	  telling	  anyone	  in	  here	  something	  new,	  this	  is	  how	  our	  students	  are	  
communica-ng.	  	  
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Probably	  everything	  that	  they	  have	  done	  up	  un-l	  now	  they	  have	  viewed	  it	  as	  private,	  
not	  for	  public	  consump-on.	  We	  need	  to	  let	  our	  students	  know	  if	  they	  are	  puUng	  
their	  informa-on	  in	  a	  public	  or	  private	  area.	  	  
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Q:	  How	  about	  the	  Cloud?	  How	  is	  the	  university	  addressing	  that?	  
A:	  When	  I	  think	  of	  Cloud	  I	  think	  of	  puUng	  informa-on	  out	  there	  that	  is	  on	  non	  
university	  owned	  resources,	  it	  is	  available	  through	  some	  sort	  of	  web	  portal.	  The	  
university	  unfortunately	  hasn’t	  been	  addressing	  that	  quite	  as	  aggressively	  as	  I	  would	  
like	  and	  I	  am	  trying	  to	  push	  that.	  That	  goes	  into	  providing	  students	  with	  an	  
alterna-ve	  method	  to	  do	  the	  work.	  When	  you	  put	  it	  on	  the	  Cloud	  technology,	  unless	  
we	  are	  entered	  into	  an	  agreement,	  we	  are	  trying	  to	  enter	  into	  an	  agreement	  with	  
them	  so	  there	  is	  nondisclosures,	  there	  are	  terms	  of	  service,	  there	  are	  repercussions	  
between	  the	  two	  sites.	  We	  don’t	  want	  to	  get	  into	  a	  situa-on	  where	  we	  are	  forcing	  
students,	  we	  are	  forcing	  data	  into	  third	  par-es.	  We	  have	  no	  legal	  control	  and	  they	  
have	  no	  legal	  obliga-on	  to	  protect	  that	  informa-on	  that	  is	  out	  there.	  Today	  faculty	  
are	  free	  to	  do	  some	  of	  this,	  have	  students	  put	  informa-on	  on	  a	  Cloud	  provided	  site,	  
we	  are	  hoping	  to	  provide	  some	  guidance.	  The	  last	  thing	  we	  want	  to	  do	  is	  restrict	  the	  
educa-onal	  experience	  of	  the	  student	  because	  they	  are	  using	  Cloud	  technologies	  but	  
at	  the	  same	  -me	  we	  have	  to	  do	  it	  under	  a	  control,	  make	  sure	  we	  put	  the	  proper	  
arrangements	  in	  place	  so	  we	  don’t	  become	  limi-ng.	  	  
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Q:	  Explain	  why	  certain	  Google	  Apps	  are	  not	  enabled	  
A:	  There	  are	  six	  Google	  apps	  that	  are	  under	  the	  Google	  Apps	  for	  Educa-on	  terms	  of	  
service.	  The	  rest	  of	  the	  apps	  are	  individual	  apps	  that	  we	  have	  to	  turn	  on.	  The	  problem	  
that	  we	  have	  run	  into	  is	  that	  each	  one	  of	  those	  apps	  each	  have	  their	  own	  terms	  of	  
service.	  The	  university	  would	  then	  be	  accep-ng	  those	  terms	  of	  service	  on	  behalf	  of	  
the	  students.	  Our	  general	  council	  has	  not	  been	  excited	  about	  that,	  that	  the	  students	  
are	  never	  presented	  with	  terms	  of	  service	  or	  terms	  of	  use.	  The	  fact	  that	  the	  
university	  is	  accep-ng	  on	  their	  behalf	  has	  led	  to	  only	  having	  the	  six.	  They	  have	  had	  
problems	  with	  Google	  Apps	  for	  Educa-on	  in	  the	  past	  because	  of	  their	  data	  mining	  
that	  they	  have	  denied	  and	  has	  been	  proven	  in	  court.	  Therefore	  the	  reason	  for	  not	  
turning	  these	  apps	  is	  a	  legal	  reason	  in	  our	  General	  Council’s	  office	  that	  has	  led	  to	  us	  
not	  turning	  on	  these	  apps.	  	  
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Q:	  Is	  there	  a	  service	  that	  lets	  us	  use	  a	  wiki	  but	  that	  only	  CU	  students/faculty	  can	  
access?	  
A:	  I	  don’t	  know	  that	  there	  is	  a	  general	  wiki	  out	  there	  for	  students	  to	  use.	  In	  2011	  
Georgia	  Tech	  turned	  off	  all	  of	  their	  student	  wikis	  that	  they	  had	  been	  running	  since	  
1997	  because	  of	  FERPA	  concerns.	  They	  turned	  them	  all	  off	  and	  erased	  all	  of	  their	  
histories.	  I	  don’t	  know	  that	  we	  run	  one,	  if	  we	  do	  I’m	  not	  quite	  aware	  of	  it	  outside	  of	  
what	  we	  do	  in	  a	  Blackboard	  environment.	  There	  have	  been	  concerns	  raised	  with	  
other	  ins-tu-ons	  about	  a	  student’s	  content	  in	  their	  educa-onal	  wiki.	  There	  is	  not	  one	  
maintained	  in	  a	  Clemson	  environment.	  	  
There	  are	  accessibility	  concerns	  in	  the	  Google	  apps	  base.	  	  

	  

15 


