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Clemson University Credit Card Security  
Self-Assessment Questionnaire 
This document must be completed as a declaration of the results of the merchant’s self-assessment 
with the Payment Card Industry Data Security Standard Requirements and Security Assessment 
Procedures (PCI-DSS).   
Merchant Organization Information 
Merchant Name:  
Department Name:    
Contact Name:  
Title:    
Telephone:  
E-mail:  
Business Address:  
City:  
State:    
Zip:  
Check all that apply 
Type of Merchant Business 
Point of Sale Device - Card-present (face-to-face) 
Point of Sale Device -  Mail order/telephone order (MOTO)  
Point of Sale Device - Fax Order  
Point of Sale Device - E-mail Order  
Point of Sale 
1.
What type of point of sale device do you currently use?  Make:  
    Model of device:  
Location of device:  
Device serial number:   
Connection:  
Phone line  
Network Connection    
Wireless  
2.
Are device surfaces inspected weekly to detect tampering (for example, addition of card skimmers), or 
substitution (for example, by checking the serial number or other device characteristics to verify  it has not 
been swapped with a fraudulent device)?   
Yes 
No 
Note: Examples of signs that a device might have been tampered with or substituted include unexpected 
attachments or cables plugged into the device, missing or changed security labels, broken or differently 
colored casing, or changes to the serial number or other external markings. 
3.
Do you have a primary custodian responsible for training all personnel to use the point of sale device? 
Yes 
Name:   
No 
Stored Data 
4.
Do you store cardholder data electronically using
computers, smart phones, flash drives, and/or other 
similar devices? 
Yes 
No 
Do not store cardholder data electronically 
5.
Is all electronic cardholder data physically secured (including but not limited to computers, flash drives, 
and other similar devices)?  
Yes 
Location:  
No 
Do not store cardholder data electronically 
6.
Do you mail out forms or offer printable online forms with the option to pay by credit card and mail or 
email forms to Clemson University? 
Yes 
No 
7.
Do you store cardholder data in paper format? 
Yes 
No 
If you answered 
No, skip question 8
Do not store cardholder data in paper format 
8.
Is all paper format cardholder data physically secured (including but not limited to paper forms, paper 
reports and faxes)?  
Yes 
Location:  
No 
Do not store cardholder data in paper format 
9.
Do you enter cardholder data through the point of sale device on behalf of your customer? 
Yes 
No 
If you answered 
No, 
skip a-c.
a.
If you answered “
Yes
” 
to question 9, do you write down the cardholder data? 
Yes 
No 
b.
If you answered 
“Yes” 
to question 5-a, is all cardholder data destroyed when it is no longer needed for 
business or other legal reasons?   
Yes 
No 
c.
10.
Do you agree that the point of sale device does not display the entire cardholder account number? 
Yes 
No 
11.
Do you agree that you do not and will not store the card verification code (three digit number on back of 
the card or four digit number on front of the card) 
Yes 
No 
Physical Access 
12.
Do you lock up your point of sale device during non-business hours? 
Yes 
No 
13.
Are physical and/or logical controls in place to restrict access to publicly accessible network or phone 
jacks? 
Yes 
No 
14.
At any time have you physically mailed or emailed cardholder data? 
Yes 
No 
If you answered 
No, skip questions 15 & 16
15.
 Is cardholder data sent by secure courier or other delivery method that can be accurately tracked? 
Yes 
No 
16.
Is management approval obtained prior to moving the cardholder data? 
Yes 
No 
17.
Are personnel aware of procedures for inspecting devices? 
Yes 
No 
18.
Do you maintain a list of all your devices used to swipe cards? 
Yes 
No 
19.
Are all personnel in your department aware of PCI Compliance and handling cardholder data securely? 
Yes 
No 
20.
Have all personnel in your department read the PCI Compliance Guidelines available at 
http://www.clemson.edu/finance/cash-treasury/merchant-card/pci-compliance.html
Yes 
No 
21.
Have all personnel in your department read the Clemson University Incident Response Plan at 
http://media.clemson.edu/cfo/cash-treasury/Credit-Card-Security-Incident-Response-Plan.pdf
Yes 
No 
Thank you for filling out the self-assessment questionnaire. If you have any questions please contact Cathy 
Freeman at 864-656-0530 or by email at 
cdorfne@clemson.edu
. 
Click the button below to submit your responses.
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